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Historically, scientific endeavors and research and 
development (R&D) facilities have operated within 
closed-off and insulated processes.
Due to competition for innovation, along with the drive to 
protect intellectual property (IP) and the large sums of money 
that go into it, organizations that engage in R&D have penned 
themselves behind complex firewalls and NDAs, working  
in secrecy under corporate controlled isolation. But in an 
increasingly globalized and specialized world, this practice is 
no longer a sustainable or scalable model for long-term growth.

Cost restrictions, the push to stay lean, and the heightened proficiency of a focused approach have 
inspired many companies that previously kept R&D in-house to begin outsourcing various stages 
of their enterprise to contract research organizations (CROs) or other external facilities. The whole 
of the greater scientific field, whether in pharmaceuticals, chemical engineering, biotech, the 
energy sector, or food and beverage, seems to be in a liminal stage between the old model and the 
new. No longer can the successful R&D enterprise easily operate in a one-stop-shop methodology, 
especially since there isn’t a universally standardized model for acquiring, maintaining and 
transferring data across all the necessary stakeholders.

The push toward externalization of operations across a growing network of linked silos will not 
abate. The genie is out of the bottle and it makes little sense to try to put it back. In the 2016 
Contract Pharma Outsourcing Survey, 73% of industry professionals highlighted an increased 
demand for outsourcing.

Where some massive corporations may still have the luxury and overall cost benefit of acquiring  
all necessary sites and components of their endeavor, most organizations will need to adapt to the 
new ecosystem of partnerships and limited contractual engagements around the world. In many 
instances, external collaborators are not just transactional service providers but have morphed  
into significant stakeholders with long-term strategic value. In this new partnership paradigm, 
collaboration will be king.

With the expanding playing field, new tools are required to navigate the sticky relationships of 
connectivity, data creation, capture, and archiving. True collaboration requires all participants to 
have access to the same framework of scientific inquiry and management. Data needs to remain 
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high quality, easily accessible, and seamlessly integrated within the overall processes of the study 
sponsor. Furthermore, gaps in language, discipline, and corporate culture all must be bridged while 
maintaining security, and contracted partners must be able to learn and adapt to standards with 
minimal cost and time spent training.

Such a tool is a big ask, but to maximize and maintain a working, fluid network of strategic 
partnerships, it is an ask that cannot be compromised.

Benefits of Collaboration and Networking

The cost benefits of collaboration and outsourcing are increasingly hard to ignore. The use of 
CROs, joint ventures, academic partners, and consortia are on the rise as organizations try to 
innovate faster and reduce operational expenditure. Being able to work at a more nimble pace  
with limited contractual engagement is proving added value to both the bottom line and in rate  
of delivery. But that is only one side of the collaborative advantage, and arguably not the most 
important aspect.

Too often, R&D companies that work in an insulated environment—shielded by rigid firewalls  
and even restricted from connectivity with the outside world—can find themselves operating  
in a bubble. The infrastructure that supports a company culture and internal 
communication flow can breed a tribal mindset; us against them, IP protection at all 
costs. The bubble can become an echo chamber, shutting researchers off from 
valuable learning opportunities that can hinder or even stifle innovation.

The inherent challenges and benefits of popping that bubble and 
expanding the coordinated reach of the corporate mindset to a 
broader and more diverse group are undeniable. It will certainly 
complicate the framework of data management and cohesive 
communication, but it will also increase the opportunities for innovation 
and creative breakthrough. Researchers with broad, active networks 
outside of their division are more likely to demonstrate innovative 
thinking as compared to peers who share information only among their 
own group. Furthermore, a study from Stanford University showed 
that when participants were involved with collaborative networks that 
operate outside of their chosen discipline, they were three times more 
innovative than their siloed peers.

But as with all things, these benefits don’t come easily.
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Implementation Across ‘Languages’ and Silos

Opening a company to outside partnership comes with challenges that require extensive thought 
and planning. There are always ‘language’ barriers between corporate cultures, internal firewalls, 
disciplines of study, and software/hardware configurations, not to mention the likelihood of actual 
spoken language hurdles, that all must be bridged for a cohesive data and communication 
workflow. The limitations imposed by email, summary slides, or tables of analyzed results prevent 
a holistic review of the data packet. More than just being lost in translation, breakthrough insights 
are simply…lost.

In collaborative work structures, the ability to securely integrate informatics systems between 
disparate silos gets complicated. Electronic laboratory informatics, such as a laboratory information 
management system (LIMS) or electronic laboratory notebooks (ELNs), are often utilized in one  
or both of the collaborative entities. Many larger organizations may use multiple overlapping 
systems simultaneously, that require detailed internal structures and IT specialists to internally link 
departments and projects. Users often receive extensive training in system use and protocol, 
making onboarding of new users time consuming and expensive. On top of all these limitations,  
the need for system validation (GxP, etc.) adds yet another layer of complexity.

In an effort to stay nimble, companies need to be able to initiate and manage partnerships in a 
more time- and cost-effective manner, particularly for short-term transactional contracts with CROs 
or research partners. Tools are required that bridge the language gaps 
while maintaining a cohesive company culture that won’t get lost in 
translation. Channels must be created across the corporate firewall 
to reach out to new partnerships without compromising security, 
while maintaining a cohesive, centralized deposit of data and 
communication throughout every stage and from every user.

Technology vendors are an important part of the overall 
communication chain. On a project where biomedical engineers are evaluating 
drug sensitivity on genomic models at a biotech CRO, they should not need to 
rely on computer science specialists to translate the problem. The software itself 
must operate as the silent but active partner in that exchange, bringing the 
differing languages of all three disciplines into focus for easy understanding and 
updating across channels.

Email and basic document exchange tools, like SharePoint and Dropbox, just won’t cut it. 
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Getting your Head in the Cloud:  
Changing Paradigms around Security and Access

Typically, when corporate housed R&D applications are shared with external partners, access must 
be provided to a host site’s intranet and domain via a virtual private network (VPN). External 
collaborators must also be given access to the software itself, requiring a 
download and installation via a remote desktop application. 
This places the onus of further software licensing, support, 
and management on the business owner, while opening up 
a greater vulnerability of their internal systems and 
proprietary information.

But a slow moving paradigm shift is underway around 
such processes, changing along with the increase in 
openness to more diverse networking partnerships. A 
secure, but standardized, business-to-business (B2B) 
collaboration is required, where users from external 
locations can be incorporated and versed in software usage quickly, and 
with easy invite and password authentication. Access must be able to be granted for data upload 
and review in a case-by-case manner, with integrated notation, tracking, and communication 
functions that can be seamlessly incorporated back to the host system.

Cloud-based (SaaS) services offer organizations such options, with scalable capabilities that can 
quickly ramp up or down with changing project needs. With modern user identification 
models, such as SAML and OAuth, all users need not be registered on the central 
parent company domain—allowing for fast and fluid user connectivity among numerous 
external partners from short to long-term contracts without replicating the burden of 
technology management. With an easy to learn tailored software interface, users can 

be incorporated into greater system access as necessary.

In the 2016 Laboratory Informatics Summit survey, 42% of key 
pharma and biotech companies stated that they expect to invest in a cloud-
based collaborative technology solution in the next two to three years. Others 
remain reticent to move any aspect of R&D data access to the Cloud due to 
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security concerns of potential firewall breaches to proprietary internal information and processes. 
But such cloud-based partnership extensions will only allow outside 
parties to view and contribute to specified areas of the 
software. Recent advancements in cloud-based  
security measures have strengthened to the point  
of putting Cloud access and protection on par with,  
if not superior to, that of traditional corporate 
infrastructures. This is made evident by the growing 
trend for many companies to move their CRM and 
financial records to cloud-based service providers, 
not to mention the transfer of medical records and 
clinical data to Cloud storage systems.

Properly researched and vetted Cloud service providers 
will deliver guarantees for system availability and vulnerability 
testing, and are increasingly backed by large infrastructure providers such as Amazon Web 
Services (AWS) or Microsoft Azure.

Collaborative Business in Action

The revolution has begun. The endgame for collaboration and partnership in R&D is to spark 
innovation. Recognition of the need to broaden and embrace horizons outside of the insular 
corporate mindset is spreading throughout the scientific field. There is no monopoly on creativity, 
and forward thinking organizations are already looking to strategic partnerships as a means of 
tapping in to this more open mindset.

AstraZeneca, one of the leading pharmaceutical developers in the world, is leading the big 
business push toward innovation in collaboration. In 2011, they started the Open Innovation 
platform, where they unlocked collaboration channels with outside academic researchers, granting 
access to 250,000 previously IP protected compounds from the AstraZeneca screening library,  
for use, study, and advancement in previously unconsidered ways. To date, this has resulted in  
200 new clinical and preclinical projects in progress that may lead to important breakthroughs in 
treatments for a wide range of diseases and conditions.
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For many smaller and mid-sized 
companies, open IP is not financially 
viable, but a similar mindset toward 
innovation and network building is  

no less relevant. IDBS’ E-WorkBook 
ELN platform provides the foundational 

structure and tools to make the most of 
collaborative needs in scientific research 
organizations. It allows for free form, unstructured 
data entry across file types with tagging, notations, 
and full integration with core business systems. 
The E-WorkBook system has already been 
successfully utilized by a wide range of innovation 
driven companies, from big pharma, to biotech,  
oil & gas, chemical development, food and 
beverage, and consumer products—it is a proven 
primary data management tool across disciplines 
and industries. But we, at IDBS, believe that the 
Cloud is the future of R&D innovation.

The new E-WorkBook Connect module is a 
scalable cloud-based (SaaS) informatics solution, designed with the most forward 
thinking of our customers in mind. E-WorkBook Connect carries an easy to use 
software interface for efficiency and insight to collaborators and partnerships 
throughout your growing network. It is the missing component your business needs 
to cross the language barriers that slow you down. With E-WorkBook Connect, you 
can fully integrate every individual and site that works on your project as part of the team from the 
very first stages in the lab, to clinical trials, to final delivery, and filings for compliance.
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To find out how IDBS 
E-WorkBook and E-WorkBook 

Connect can help you meet 
your collaborative and 

partnership goals, visit us today 
at www.IDBS.com or email 

info@IDBS.com

Conclusion

In a time of increased outsourcing, indispensible specialization, and diversified industries working 
together for a common purpose in R&D, an electronic solution for unified data management is 
more important than ever and will soon become essential. E-WorkBook Connect from IDBS is a 
state of the art ELN extension system that can be tailored for an array of scientific ventures. It is  
an uncluttered and user-friendly cloud-based system that allows specified individuals and teams 
across platforms and firewalls to share data and communication via a secure central depository 
that will increase workflow, communication, and foster innovative opportunities from the first to the 
final stage of project delivery.

At IDBS, we have been providing tools to support R&D organizations for over 25 years. 
E-WorkBook, our class-leading platform, is the foundation for delivery of enterprise-wide 
informatics solutions for the management of the R&D lifecycle.

Our new cloud-based informatics solution is designed specifically to meet the unique challenges  
of scientific B2B collaboration regardless of domain or industry vertical: E-WorkBook Connect is a 
companion portal application for the E-WorkBook platform.

Connect has been designed from the ground up with simplicity and speed in mind, while ensuring 
minimal IT support. It empowers business users to quickly set up new external projects, invite 
teams, plan work, share validated assay templates, capture and review content, and securely 
publish validated structured assay data back into your corporate systems of record with a few clicks. 
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